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H OO~ A-F— B LR EEERE L T A RIRERM A EE e
o SRS A BBUR BN I 5 B U 1 22 2Rl o PRI 1 BRI Rt ) T S A A By B
WILEE S » DEPS BB RRBOR R - AL - e BRERBOA
P2 T AR B - PR T EMBE R L 2@ BOUE TIEERTES (non-
state actor ) #BIFRITEFH (state actor ) PTELNIEEMMENEE - EH BT
T8k (asymmetric warfare ) AT 2RI 4 2 RRE -

MR A EE R - AT RIS T T R o SR B~ - fEkEE
KT AR - B E S B HGE » EEERFREZRSA T N EEIET I A
RWSE B T e i B e A R 228 ( cyber terrorism ) HEFRZ 2MWEE - DL
B H NI B i BRI BRI B R BN EE o T u——BB ) A FORIRE T
1 BES NEBERIRYOV L5 - AR SR8 PR m i R &
ST BB IRF AT B8 B A S S R M B S o TR B M M AT B UL SO S b iz B s AR I 2
G NEME o BRI SR E R R E - AR (LT A2 1 5 e TR R B R
LN R B A -

RZ RN A ERE - WL WS R EEE R ER L EHARL &R
7 TR R B A A o IR > ARl B B SR B R B B BRI R RAT R 0 T
0 BT A R B I IS T AR e i IR A BB SR - I A A A 3 B A A A
TR B S A G - AW SRRy B I EDAE B SR B BB AR W Se ) — g 3 5 1 -
R B R L BN R IR R 1 1 - BT BU2 2 HR AR A o
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;e AL g 82F D/HIERRHRE © AL GRSt - FF5EE 1A R Ay iR
FERIRHE RETEE - f1A0 - IR EH n LUERZ R TTE I A BB EE AL A1TR
RISZEE oy S vl DB 3% 22 1 A FE R Se BT (L IR PR 2R AL i B8 > BOR &
F ] LUE AR B0OA 2 B B AR S B A (L K E T - T BOR A I 823 ) DUSIAT B
6% R R AR RS I - (3R B3 n] LLTE i B2 0y A 8 ) A Bk 1y - S
B PR BOG FT B BRBH AR B S8 2 F M0 5 ARl fE A B BR R B 98 5 ek BB AES
1R 5% et Bk B I PR B B PR G AR B SR I 0 A 5 1T (interface ) - RUGIERS
RRIER o (B2 BRI 4 B R B A BE YT A - BEEY AT DUSE I IR R s St ] e
I £ B2 — Ml sy A R RE AR » AR SRR B 2 B B2 S R B ] g R ) e 1 —
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— BURZMERE

ST A R KF I > B2 PR R AR R - SANS BT RHE R > B SRR
75— e N B [ P AN B I Y B PR BTG %L R © IR R (Arnold Wolfers )
1E 1962 FHZEEIRE E/E ( Discord and Collaboration ) —E 1% "42 - WD
I8 & 2 B R ATE K = KD EE o B ENEEER ST ERNES - #EH
AR B A S S E AT B 3 IR I - 22 2 R B RIAE 12 B 508 oK E B O (E B I RE
PZFEE o 1 05 F L BRLZEZBEKHORESNEENRE o R RIRE
RAE =R P 2 FE o JRAE RS B R A NGB SR 2ot [H B 1
g —FRRETE R o HIEMIKE R HBIRZ 2NESR - AR "B
PR e 1 2 B A8 SRS BB B A5 2R A (B P [R] IKE - el SR BRI S B F A A iz
HRMIERE IR - @/ I - B L 2EMEE EERZ EIL S (information secur-
ity ) ~ M4 a (cyber security ) fIif8%% % 4 ( network security ) FIFRGHEE © B
an - Afegt KGR E M R AT B 2 - R U G T A SR B RS Y
SEPREG - HETA R PSR R AR RE Ty - A R R B e Y
R o B iz - BT MBI ~ BEEE L 2B B AE T B A I
Bz e

FHARET 5 - BRI E 6 FH BT RT AR RN 2 R BN 2 B PR BOR 22
RATERTERRE o ART » EIEBIRAT R S W BAIR R - BBl SRR B B R
A an A 2 o N R A RN AR 75 B IR I8 R4 2R o R
IR E - b P R S 2 2 I A MG R o R T B v e A R RE AR B S LT
{8 (> — S G R SCEUE BURTASE » A RS2 5e T 2 RN o BBk -
TH R A B B A EEN - EEgR - BEISEERE - EHRRMARE
i EZ SN AR EIVEEEE » RAMEPE R E R FE - oI B =R
5% B R B PRI 90 8 55 6 () B LA o

SR SCHEIRS T 5 UL 2 IER I B B R A BN R Wl A~ 5] Jg ROz s
R 2 R o (R R ML BISEME RE - RS T B4 ) M -

#=F® Arnold Wolfers, Discord and Collaboration: Essays on International Politics (Baltimore, Maryland:
The Johns Hopkins Press, 1962), p. 150.

@ MMEZ TR BRTHEERER.CS  WEETHEEA - HE - TR SRR SRR o

HE MR EEMEEANRE THERY ) (denialof-service, DOS) ° BHE IEHE A FHIE (G "BE.)
T LUEBE AR S - MR EE T O - B E S S AR RS E R o —RERRE
BB E RS o (5 R B s H AT DA B R B B o B0 1997 4255 B — R B IR 5 4 W X
BEZRAEF O o RN E LM ZE AT REERE NS BFOE TR E
BT A RS i o SR E R P B ERK o B IEHE S PR R A R B e A AR SRR R ~
SHBURFT ~ HAlhRESE BT > UREREE L - HRESME & LLHRER 6t nT e 58 B B B
B o
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EREFETRRLZEZIERN "KL %1 (Network security ) PAK DAHE R RS 5
KOO TR 4y« B "L S, WER - TUEIH - OO0 =FiEaEMAE
A I R R R L R IR A E - T E— B2 R EIR 3 A B
EE ~ ARSI A R S B R B - S B B R BRI - R S
2 (Cyber security ) 1 ° @/ » L2 AR LePhN—R - 52 M
AR ) 3t B A 2 A Y TR B » AEAR S B[R] A e R i 47 B8 P e
NRA M ERIR R ISR E o (A2 Mg 2 1780 A I & i 2 2 IR T
TRMETTE) - NIWEZ 2RI EEEIE > T2 S, 8 TERY S DEER
Al SRR BATR o (FE2FE—)

B— #FAX: BRE: BRZeREUZ2NRLEHBEE

HaAs L A
Network
Security

BT R
Information
Security

R FEAR -

o T\ B L i R 2 AR ) MRS BB A B P ECE B TR - (ARE
FAEARE b - BB BIR B R ST BRETUL - ARSI e #
EAEIEBRAT B SR RAT R < R IR B R o 5 57 il oA 48 Bk S iy 22 Y W
ERBRTEEWERRE o« WL AROCHHM TR ) Zs RIS o il
BRMRTENE TS - MR e R B AR B EE T - RE R —
R o MRS AR E BB - BEF RS T REBUA HNMmITE) » &
TR ARRTEY TSR AR (critical infrustructure ) - EIGEFE
&~ SRE T35 2 - RAHEREEEGEHA - M2 A EEE R - SRR
ERRRDRTRE M ~ MR RHE - SR B E o RBHERAN RN OE

PESANRER > MEEHL B EREER TR E 5T ) PGS ER o Dl—JuJu A A P AR A A i

@ WSIS Executive Secretariat, “ Report of the Geneva Phase of The World Summit on the Information
Society,” Geneva-Palexpo, 10-12 December 2003. Document WSIS-03/GENEVA/9(Rev.1)-E 18
February 2004, p. 49. <http://www.itu.int/wsis/documents/doc_single-en-1179.asp>, £ & il ok
W br R 4 (SPAM) RS A SRS & 2 o
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BEARZBEWEFRIAE RN EORE » OBFBREITEHR DN NERS. - 2
B FRIAEFITE AR BN T BSERTRAES | AT ERHE S R A IR AN AT RE o

PIRBIREBI > 85 % HIBHSEELREAER th RIA R & FJasst ~ 2l ~ HEfE - BE L -
BRE T RHERETREES ) WL 2 E R SR TR R EEAE LT > A HE R
B BRI REFTERET o RMLTAEZR - P E IR SR IE T - 15 K5
PRy SRR A B2 5l s R R VT S % AR SRS V3808 S T 12 50 % R BT B s 0 L e 4t
FOAHBE BT A A R - R BN SR 2 B R I SR P 3 FE A e R i
HERESKE - REZHIREE - R EER > ZEEMMIEBUNAE — LSS DUTE
AR A E AL T T BB AR R E B E ( Presidential Commission for Criti-
cal Infrustructure Protection, PCCIP) ; ° RWijL—— B #4E2% - B LZ 25
AL R BHSREEAER  E E ARG ATIE N T Bk BRI R A G
( National Infrustructure Advisory Committee ) » H T BN — L IRER
AEAH BRI B SR R A B AR M & A o

Mz WEERR LIS BUGERIIT S - SR B s mp iR A g
A LUK FEAS B RRER SF A AT AR R 2 2 U RE o I > B Z 2 WS a4 %
RHUR AT B R — B o

= DIRE

Wl — o AT e e A ER T > T eI A BB R e AR AR
TR - T I Te e 0 B L o BN - fEB 4 i b B KRG < [ R
TR NZEE I A VRS S PR A R AR o [FIE - 2RI R R b2 A
WD RERE > & " ARZ 2 ) WEEEE) " BEREE ) SRV IE R
oo WM FEBAIZ 2RI G IERE S - JFRRITEE N2 E 2 B HIEAE TS
WEERHE - UZOOOF NEiTE& ) FmRBENRA - "THHASZHSH 0,
( Information Sharing and Analysis Center, ISAC) ~ " EBESZaMES/NH ) (Com-
pater Emergency Readiness Team, CERT ) & I[il#H B BB RS EG B AHA - D) RUAE I
FOAS B i MR T TE BB N Y2K BB T T, KEEIRRI T/ - ©

R BAL L R B E P B R AT B IR AT B E A - S B 2L 3t
SL G ERGE o DIBA B SR BN TR RGO - B ARG & (Asso-
ciation of Asia-Pacific Cooperation, APEC ) BRI EAH# ~ BB LINE 25 R
Wl AR LB o> LB S A S 1 RS > AR E R 2R R E) g R
Bt SRS S F » (B2 DA T B — S s BRI o PR I fa] — i R 40 B B T (AR
REMEHANR B U EAREE - S SR SR - 585 82 2L 3R 174
FEERGE - BT R W ZE S IR B TAE o

HO FEMEE - #E2# <http://www.hanford.gov/oci/ci_spy.cfm>.

#® Olivia Bosch, “ Cyber Terrorism and Private Sector Efforts for Information Infrastructure Protection,”
paper presented at Workshop of the ITU Strategy and Policy Unit on Creating Trust in Critical
Networks, on 20-22 May 2002, Seoul, <http://www.itu.int/osg/spu/ni/security/workshop/
presentations/cniBosch%20paper.pdf>.



34 [HREEMRIE EA3E o] RESBEIIZH

B= EnReEHURLAESNEE

SRR BT
ARZR IR
W R
- | mmmemRE | .
manm U musmEmE T mRTE

HuRs
AR

RE&1E

R ¢ FE AR




WA R R L HHaskn 35

IR I — 0 AT 2 > A SORE E SRR BT B R B BRI R L AR R &
K_E AR o ORI FLCE IS R E B AL R L IE L IR B R B o R
FUHY H AERMAERE - T B SRR ) YRR LE - VEAEBIRIT BB RIEERTRE
Fo o TEHRL S ) AR 2 BT MEREE o A T AR SR A 2R R
HIREREE » OBRISAT BB L ZHFRAN T AL & o ARSI R v I R 5 A
se AR ER P Y B IR - JERISRTT R B T IR AEE R R ARy T A B
JEEENLAE TR & R T O REE S BRI AR o

A~ BAAFKYWBE RS

— SEHAtHR=SREH

W= O O =B BB TR RREFNON - R IL-LEpsh - MERHER
SIS IE U4 TR R R o ORI RSB & FVE HL B IRseiEt - 21200k
FR Ik - NEE RN ERENENE > BREKER T - BEE 5400 ELHK
TR BRAY - T0E i £ B R B S U BR B K 2 A BERE - ©FEE S B L E L g
o NEREGNBIEE L NE R TR % ? B g miisst (Joseph
Nye ) $2f73% ( Robert Keohane ) FfiE & M HH ZZACRAM 55 it Mh? 18 MUAH 7L 19 2 e
HIAR/IN > FIFHE AR BB GETHARE D AR - O IE > B {b B RVBIR TS - 40
SR B (It RS R R ] Py EL TR A BRI L B8 SR AN [E]IRF - NS T B R T S A - RO
HifEg W R -

BN > — O O =4\ H T4 H AL A4 R 29 /N A 52 LUR B AR TS
RIFHE - FEMEI PR R R AT 310 MAA R ERIMRZE P - DURSEE 8 RTINS
2 fi8 105t 4900 B4 S EE PRS2 2 o MR 1 58 BURTINGE K [R]AH Ik F R 2E /)N
AR BERIE B U — ZE R Y 28 28 B R R B B BOBR A B (B2 W PR il e 2 ik
AT R R KNIFENE ARz — o B RSE S B 70 % 100 {8
FRICHIRFRKR o WA RN 2 Mo hEFE il - oGy | B bEERS

@ Ernst B. Haas, When Knowledge is Power: Three Models of Change in International Organizations
(Berkeley, Calif.: University of California Press, 1990).

#® United Nations Conference on Trade and Development, E-commerce and Development 2003 Report,
<http://www.unctad.org/ch/docs//ecdr2003overview_ch.pdf>.

@ Joseph S. Nye and Robert Keohane, Power and Interdependence: World Politics in Transition
(Boston, Mass.: Little, Brown and Company, 1977); Joseph S. Nye and Robert Keohane, “ Power
and Interdependence in Information Age,” a policy research group of Kennedy School of Government,
Harvard University. <http://www.ksg.harvard.edu/prg/nye/power.pdf>.

@  “Final Report on the August 14, 2003 Black Out in the United States and Canada: Cause and Re-
commendations,” <https://reports.energy.gov/BlackoutFinal-Web.pdf>.
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RIBI SR » HoRSZ S SO G BB E B RS K - RIS T &) 1
HAE MRS - Boe ik > ii T BAEE ) (digital divide ) FIEEREELE > H5
L5 T A ) FEER AT -

= BuURBRSRERNOTHE S

Fred A =28 - RIRIERRITRE S T B0R H 6 I NS 5 5B T #0%
R SRR BUR BB KRB ETE) o PR ITEEEHBERITE S BRI
B SRR - NI ITE) S R eS8 7 AT a2 fBua E& W H
) o —NILOMFAALIZE » FEZ R B HES - BT 8 H B A T - — 5w
AT LS BT S B M KRR R AT ) » o | e S SR A A BURF & T =2 3 1) [
FITRFHEETBOREZNHWN « 55— 5T » Z MR I A~ E B X BEEATEY
Flk - RAHERERR TT USR8 AT SR A S B B o HAT B P AR R R BN B 15
BUR > ERAAER 5L ) R S o

PIE Hi % ( Osama Bin-laden ) B &1 T BIERANGHEEMEE o (international ter-
rorist internet )  &—fETHE B EAHEERH 0 HAGEEN ELIH O gk %
A 1B 5k i 4 7 e B - Tk B A R RIS PR Y T #52 ) (AlQaeda) 0 HERIER
NBL B R > = B 5 2 B Tk B P L [ 6 B0 B B S T B o At ) R PR i
AT E - B PodiEEs BT IENRE ) - R S8 RORAT B (e 2 28 8
1THE - O IV » S EREM LS & T R TR D o (KERFA R E v B Vil E W
EHBHE RN - IV R P RGRE o AR R i Bl & T R B B R 1
TEUE T —EERE I - B EREEE TSR o RAEMER D T B R & m
G SOBATE) B TE o @ FEHMAEHET A (chain-net ) 3REH T 8BRS B2
W TEIIINTRBR » CRMISBR D 2SR T JEREE -

= ARR2HBERZEERM

BABA L T E - R E IV G BRI 1y = AR M - 28 LB R AR R
S A IR AR C A A B AT (L 38 R o ARSI Q- SE MR BB I T4 1K
RS R 01 2 B M BB Y i A HAR o I > (R R B R E A 1 B
SRRy - FEEM TERNL A o PEZ &R EIEE - SeBERPIA NI E R
HETEWRNIEES -

#FE@ John Arguilla, David Ronfeldt, and Michele Zanini, “ Networks, Netwar, and Information-Age
Terrorism,” in Zalmay Khalilzad, John P. White, Andrew W. Marshall, eds., Strategic Appraisi:
Changing Role of Information-Age Warfare (Santa Monica, Calif.: Rand Corporation, 1999), p. 95,
<http://www.rand.org/publications/MR/MR1016/MR1016.chap4.pdf>.
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BB E - MRS 07 AT S AR S R A R TR AR - B
NBEH A & 5 B 0 5 i FE A R M o8 AT R AR T B K R R
REBC 5 BEBIRBRE T2 5 R0 - AL ER T 5 BUS DO i 22 B EE 20w 3%
IR A0 R T K B P A0 S S T S B 5 BB SO A IR B R -
JR A R R R MO o IR AR - A B B S R AR 0 B - MR D TR
BHREZEME - W DR T B A RGERR B0 KA JUE R M TR - BT
16 R

© BUREBERRIBIRRE

BT P A 1 B 5% 2 2 R P I Py 2 BT P I R R 1 - AT B R 2 1R
P ER SR B o SRS R A BCBRITERE R A SRR SR AT A
SE I 22 A BUR AN 70 0 i ol T 28 B A0 - BN — O O O 4R B A BRE A i 3 KIS 1Y

TTLOVE YOU BB E » B2 F FH JEA &S BUM IR 3L EE 1 RS A fth N5
BEHITT IS © 55 2 » RIS R i 1T B B R & 2 BUR - 45 RS B R & 7RI
—%5 -

R - MEmeE BB RKARER - —O0—FF—H+hHZHN "R
%7 1 ( Council of Europe Convention on Cybercrime ) B g EBBUF A i
B MIB R 42 1 (National Strategy to Secure Cyberspace ) #f i i s 2=
a2 4 > DEMEBREG1E - oK BB SR ESE - RGN E 2 Ead 2 g
it = BR A B B AR A~ SRR~ B B R R BOR TR B R A R Y E A R ]
MR o @RI - A58 2 a2 vh B BR ORI 3235 BT #10R v B 2% B B N 1 S Y
FEE o

LABR BRSSO TR A0 B B > T AL (reciprocal legislation ) H 24 At Bt
LR B BRI B RS B R RS R B A 2 BUR B R Ly R o Hofth i RO IReAE F e
7 (real-time collection of tragic data ) ~ #A & EHEE#ME (interception of content
data) ~ JBJES1ME ~ REAE (minimum penalty ) SEY-H: [E] 5 € #0424
BOR NS [ B (L e g o

HO HMSESHR () REMEERT R RERRK ) (C) REREEMZT2ERERABRTERTE )
2B 2SR R Ak T 5 (1Y) B HERE 22 I 57 o 2% Executive Summary of The National
Strategy to Secure Cyberspace. <http://www.whitehouse.gov/pcipb/executive_summary.pdf>.

@ 1995 Report of UN Commission on Global Governance, Our Global Neighborhood. <http://www.
sovereignty.net/p/gov/gganalysis.htm>.
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B R esE

B A T 2RGHEE G ) CER  ORRHE M T 2R L gL
R R SR A BEAE o A A T SRR TE SN BOG & VRRESR - HH 2 il e M E it
SEREEOE B RLED ~ SR ~ SR E BR P O R R A [ A E SRR R A [ e
A o BRI > B S SRR LR AR B AR S BRH RN B A 2 AT B ek T
KA ~ SR~ T BRI SR B BOR A o

— > BURSW\ROHILES

B & ERIEA SR > ISBETR ~ RSB H &R E - it T ARZ & #J'l
LA IR E RS =T — WEAC NS ZE R Al 17 3 BT A o T HOE B R R 3 R
SRARREAERS (03 Ko (b - SN T 5 BUL SREA R B R B B RE )y o (RILESBIIUTE
Rt 5 B LA U SR ( cyber-crime ) EARTE kS B4 S UG REMEVE A 80E o (1E =)
FEE - HATRMEIL IR D —E A G 1T B) R - iR - R AR
BT BRI RE ST o

= HUR2RBHHILEBEER

5 BUU 3R

R 1 B HEIL IR

R FEAR -

HO WEBEE—-NLEFERLT TRREMZESd , (Commission on Global Governance) * % B & {F
WEETEZAA "HE B %S ) (United Nation Development Program, UNDP) » —JuLHEIE
AU T HMIIEBRE S 1 (Our Global Neighborhood) BRES R T —RmEEHE - £ 410 HWHREPE
BEEEKGE— NN/ VEBRE ARG &% (World Conference on Governance) » 4 I & 8 5 5
T—RFE KB EE - 1995 Report of UN Commission on Global Governance, “ Our Global
Neighborhood,” <http://www.sovereignty.net/p/gov/gganalysis.htm>.
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B2 B % SO RE I E BR LR — B2 B e #8F 3515 - FI) W BEt U6 K 1 A e gt 22k
TEI AR SR AL - o] - Fra MR AWITE) - 87T BB Z2NRE - EH 2
FABRREREERE LML H IR ZE - 05 sME dy T R % - [ 8
TRV E MY 2 S B O TR SR ~ RV T B RS MO ZE BRI R (cracker ) Fip
T AR A RE R RE o IR > JEM R AT 238 I8 R A B & B BT SBAE A, - B2 2k
B2 L EE S B HRAEERE LR = gmiiiE - 55 < Bird s
JAB S BPSEA R AR A EE -
= BEENRARSAERA

FAEZOOOHNHABMAERRNGREREGAE 9 REWGHE T IEHAIRE - KR
— LT M H R 53/70 SEESCH— LR A HE i 54/49
SRR A BRE L BN E A RBEELST TR -REE ) M ®FRFN
AT AR —RE GRS — R @at s B0 BB R 23 E IR - B o e i 3
REET R T B R - S RE R EEREEN T EJEE % REBE L
2% ) (Developments in the field of information and telecommunications in
the context of international security ) SEESZE 8 & MAFR W o WEEELUTY
A B () ZJGRMEBA L 2R W5E s Q) Mt 2 REILEE AL
MR W IERERA 5 AR (3) BEALENAE o OFWE BBAI L 22 R AR
TEEMNIEB G -

BRTBRGBSE —-EBg2s - TEEEEBH ) (International Telecommunica-
tion Union, ITU ) WEHBEE L2 2RIGHNETRME - —O O =4t HA R
BN TR EFEEEEEE ) (World Summit of Information Society, WSIS )
o OITUAE & i@ i S by i i TR E UL g AR - o b B4 2

s

@  “The Future of Cyber Terrorism: Where the Physical and Virtual Worlds Converge,” remarks by
Barry C. Collin, presented at 11th Annual International Symposium on Criminal Justice Issues,
August 7, 1996, <http://afgen.com/terrorism1.html>.
WERAGEREAEEEY B REGTERAELBHRE -
Report of the First Committee, UN General Assembly Fifty-fifth session, Developments in the field
of information and telecommunications in the context of international security.
ZOO0—HT AT —HBSHAGBERES > I SEMERGEEM THRET T EegE, -
TR EET N . AEHERTBERE o Wk Es Bl 2003 K 2005 43 P11 H N FLA1ZE e 817 m K & g
o ATE St aiE B E i LIF s BUF & 25 B & (Intergovernmental Preparatory Committee, PrepCom)
F—EEBEE AR ¢« () BUFEE R DK B AR A S L S i AR rh i R W B At 5 ()&
FEBEEREREEAM L SR BNREETRE ; C)BEANAEMFBATUELER S (MIREEA
HERZSHEGI L FNERED  FOBILBEEIBREZTZMEL 5 O UEIBEBTEL 2 ke
B (D ABSEABRGEMERRE  QVBEXLER ; CUREZ S E HUARE L % T g e &
AL S BRSNS » (P& S EE SR s () EBRESR S /EINEE AL @ %R o “ Report

of the Geneva Phaseof the World Summit on the Information Society.”
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EERIGHHB A ER A - ElEL EWEOEL (K—) HEEE MR (&
=) o PATEIMASE T THE A ZRE o MRS SR B E GRS A 3L BUN B R 5 R
BRER » E@ AR - WEREENT - BB ERAY 5> T USRS Bl 9 507 - BRI E
EHERS A B WAE 0 o MSRIEBUR ~ ] B B BEAH AR B B A - e 5 R i s e
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Digital Security and Global Governance

Hwei-luan Poong

Associate Research Fellow, Second Division
Institute of International Relations
National Chengchi University

Abstract

According to conventional wisdom, state security and civilian security
arc two separate concepts. Those who study state or national security will
basically be categorized as scholars of international politics, while those who
study civilian security criminologists. However, in the era of informationalization
and globalization, one can hardly differentiate the boundary of these two
levels of analysis. In view of the emerging unconventional warfare and the
high degree of dependency of human beings on informationization, this paper
tries to explore a new dimension of security studies that combines these two
concepts. The author argues that the interdependence and the nature of em-
beddedness of the two levels of security under the threat of misuse of information
technology necessitate the recognition of the vulnerability of separate security
management. Learning about embedded security in the digital era might be

the key to global governance of any transnational security issue.

Keywords: Digital Security; Network Security; Cyber Security; State Security;
Civilian Security; Cyber-Terrorism; Asymmetric Warfare; Global
Governance; Anti-Terrorism Diplomacy; Embedded Security
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